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The important thing is not to stop questioning. Curiosity
has its own reason for existing. One cannot help but be in
awe when he / she contemplates the mysteries of eternity,

of life, of the marvelous structure of reality. It is enough
if one tries merely to comprehend a little of this mystery
every day. Never lose a holy curiosity.
—ALBERT EINSTEIN






Foreword

he headlines have been screaming for several years

about cyber-attacks that hit every aspect of our daily
lives. What once was solely the province of credit card fraud
has now extended to phishing for personal details. Infec-
tions bring malicious code that does everything from destroy
your hard disk to steal your personal information to encrypt
your files and hold them for ransom to turn your PC or cell
phone, or even TV, into a mindless drone in a massive bot
army ready to wreak havoc in your digital name. Where does
it stop? We can no longer trust the news now that bots push
fake news to drive up clicks, we worry about the lights going
off because power plants are under siege, and now we won-
der if we can trust our elections.

One of the key factors that drove us to write the CISO
Desk Reference Guide was the realization that we’re out-
manned and out gunned. Outmanned in that we need thou-
sands more cybersecurity specialists than are available today,
and many firms are hiring their first Chief Information Secu-
rity Officer (CISO). Out gunned in that the tools of the past,
that aimed to deploy a firewall to protect a well-defined and
completely self-contained enterprise network, are no longer
even a meager deterrent for a mildly determined cybercrim-
inal. We can no longer even draw the distinction between
cybercrime and nation-state activity, as recent reports
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acknowledge that the criminals are almost as well equipped
as the spies.

What is critically important is that we bring all the soft
power and all the hard power we can muster against this
threat. We envision a world that is safe from threats and
to get there, society must become educated, we must act in
unison, and we must become more informed consumers and
a more informed electorate. As we engage more on how to
make our world safer, we must recognize each person’s role
and resist the temptation to assume our government or big
industry bears sole responsibility. We didn’t eradicate most
infectious disease in the developed world by leaving it to just
the doctors, and we’re not going to rid the world of cyber-
crime and cyber terrorism by leaving it to the experts alone.

It is with this backdrop that Dr. Cheryl Lentz continues
her award-winning The Refractive Thinker® series by bring-
ing forth doctoral theses on cybersecurity in a new volume
XII: Cybersecurity in an Increasingly Insecure World. In this
pivotal work, her scholars are approaching the cybersecu-
rity issue from all the right angles. Dr. Tracy Celaya and
Dr.Adam Pierce look at the challenges of cybersecurity in
human resources and getting talent right in Cybersecurity
in Human Resources on Multiple Fronts and Hiring Out-
sourced Cybersecurity Professionals for Government Con-
tracts, respectively. Several authors address cybersecurity
issues in the realm of higher education, where profound
changes must be made to bring critical skills to those who are
preparing to enter the cyber workforce. These works include
addressing integrity and ethics, as well as raising awareness
of cybersecurity in the higher education domain, because yes,
our schools are under attack as well.

These acclaimed authors bring critical thinking to many
of the topics so important to the cybersecurity discussion.
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Foreword

From setting policy as discussed by Dr. Loyce Chitambo, to
using cryptocurrencies as put forth by Dr. Ivan Salaberrios,
to understanding the effect of cybersecurity risks on business
continuity and organizational performance as explored by
Dr. Joe Hage, these topics are timely and the need for schol-
arly treatment has never been greater.

As you read the pages ahead, we ask you to ask yourself:
“What should I be doing to make a safer cyber world?” This
is critically important if we’re to reap the benefits promised
in this new digital age.
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Preface

Welcome to the award winning Refractive Thinker®
Doctoral Anthology Series. We are thrilled to have
you join us for the 14th volume in the series (Vol II was
published 3 times.), Vol. XII: Cybersecurity in an Increas-
ingly Insecure World. Join us as we continue to celebrate
the accomplishments of doctoral scholars from around the
globe.

Our mission continues to be to get research off the cof-
fee table, out of the Ivory Tower of academia, and into the
hands of people who cannot only use, but also benefit from
the many insights and wisdom found from doctoral research
results. The goal is to continue to bridge the gap from the
halls of academia into the halls of the business world. The
Refractive Thinker® series continues to offer a resource by
the many contributing doctoral scholars as they offer their
chapter summaries of doctoral research well beyond the
boundaries of a traditional textbook. Instead, the goal for
this series is to use refractive thinking strategies to push the
boundaries beyond conventional wisdom and to explore the
paths not yet traveled particularly in this evolving digital age
of technology.

As we begin a new year of 2017, this peer-reviewed
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publication offers readers insights and solutions to various
challenges regarding Cybersecurity, such as issues within
human resources, risks on business continuity and orga-
nizational performance, outsourcing cybersecurity profes-
sionals for DoD contracts, and using cryptocurrencies to
fund small businesse; our hope is that you will find answers
regarding effective strategies regarding cybersecurity to help
guide your efforts in the boardroom, as well as the work
space as part of this special edition Vol XII: Cybersecurity:
In an Increasingly Insecure World that have come from the
research and pens of professional academicians and scholars
around the world. The premise is to think not only outside
the box, but also beyond the box, to create new solutions,
to ask new questions, to proceed forward on new roads not
yet explored or traveled. Our premise is to review academic
research in a simple to digest executive summary format to
offer new ways for business leaders to think about effective
practices for strategies in their business based on what new
research has to offer specifically moving forward in an inse-
cure world.

With this volume, we add a new dimension to the series
where Dr. Cheryl Lentz, The Academic Entrepreneur will
conclude each chapter from a business point of view to link
this doctoral research to applications for your business.

Remember, not only does The Refractive Thinker® series
offer a physical book, we offer eBooks (Kindle, Nook, and
Adobe eReader), and eChapters (individual chapters by
author) that highlight the writings of your favorite Refrac-
tive Thinker® scholars, available through our website: www.
RefractiveThinker.com, as well as www.Amazon.com. Be
sure to also visit our social media to include our Facebook
page, Twitter, our YouTube Channel, and our groups on

Xiv
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LinkedIN® for further discussions regarding the many ideas
presented here.

We look forward to your continued support and inter-
est of the more than 130 scholars within The Refractive
Thinker® doctoral community who contributed to this multi
award winning anthology series from around the globe.
Our mission that began with Volume 1 many years ago is to
bring research out of academia for application in the world
of business to provide answers to the many questions asked.
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CHAPTER 1

Cybersecurity in Human
Resources on Multiple Fronts

Dr. Tracy A. Celaya

Human Resources (HR), as a critical business compo-
nent, is responsible for cyber, information, and data
security on multiple fronts including hiring the right people,
training and testing security awareness, and partnering with
information technology (IT) to preserve the security of data
and applications (van Zadelhoff, 2016). HR is often respon-
sible for a broad undertaking of creating and maintaining
training for ensuring awareness among employees and con-
tractors and behavior demonstration of a security-minded
organizational culture. External and internal cyber-attacks
occur more frequently and pose a serious organizational
threat while security in the cloud is a serious concern for
HR leaders required to manage big data, putting HR at
the center of a perfect storm. Although an unconventional
approach, HR stands to reinforce cybersecurity through the
refractive thinking practices examined in this chapter.

In this chapter, the purpose is to identify how HR profes-
sionals can transform technology and cybersecurity for HR
on multiple fronts, and provide a review of best practices
for moving HR into the cloud and understanding the impor-
tance of information security for the second largest source of
organizational data, human resources. Finally, a review of
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the areas of responsibility and vulnerability of cybersecurity
within human resources as a strategic business unit and how
HR leaders are the forefront of cybersecurity with skill set,
experience, and technology knowledge.

Cybersecurity and Information Security
for Human Resources

Cybersecurity is a broad term often used subjectively
however important to understand how cybersecurity fits
in relation to HR. The National Institute of Standards and
Technology (NIST) described cybersecurity as the ability
to protect and defend the use of cyberspace from cyber-at-
tacks (Kissel, 2013). To distinguish between data security
and information security, consider data as a raw subset of
electronic information transmitted or received, while infor-
mation gives meaning to data as a representation of facts,
opinions, or other intelligence (Kissel, 2013). According to
Kissel (2013) of NIST, information security is, “the protec-
tion of information and information systems from unau-
thorized access, use, disclosure, disruption, modification,
or destruction in order to provide confidentiality, integrity,
and availability” (p. 94). Kissel’s definition continues stating
information security is,

Protecting information and information systems from
unauthorized access, use, disclosure, disruption, modifica-
tion, or destruction to provide:

1. Integrity, which means guarding against improper infor-
mation modification or destruction, and includes ensuring
information nonrepudiation and authenticity;

2. Confidentiality, which means preserving authorized
restrictions on access and disclosure, including means for

2
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protecting personal privacy and proprietary information;
and

3. Availability, which means ensuring timely and reliable
access to and use of information (p. 94).

However, Craigen, Diakun-Thibault, and Purse (2014)
identified five dominant themes of cybersecurity: a) tech-
nological solutions; b) events; ¢) strategies, processes, and
methods; d) human engagement; and d) referent objects (of
security). Craigen et al. created a more inclusive definition
with these themes. “Cybersecurity is the organization and
collection of resources, processes, and structures used to pro-
tect cyberspace and cyberspace-enabled systems from occur-
rences that misalign de jure from de facto property rights”
(Craigen et al., 2014, p. 17). Given the latter definition,
cybersecurity for HR incorporates using secure hiring prac-
tices, hiring the right people for all positions including infor-
mation security, security awareness training, and assessment,
compliance with data security regulations, and protecting
information and employees with secure systems/technology
specifically, cloud technologies.

Moving HR into the Cloud

Technology continues to evolve faster than business units
and organizations can keep up, including the HR function,
requiring collaboration between HR and IT to improve HR
practices (Stryve Advisors & The RBL Group, 2011). Data
security in the cloud drives cloud adoption for large enter-
prises (Krause, 2016; Staley & Gandi, 2016), while small
to large organizations still cite cost as reason to delay mov-
ing to cloud solutions and shirk cybersecurity, but still must
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improve how data and networks are safeguarded. Anti-vi-
rus software and firewalls are not nearly enough for con-
sideration as exclusive lines of security in today’s virtual
ecosystem. Although enterprises are well into maturity on the
adoption curve of cloud technologies and services, Cloud-
Based Computing adoption continues to slowly increase for
other organizations (Celaya, 2015; Computerworld, 2017;
Staley & Gandi, 2016). Many companies face technologi-
cal obsolescence with globalization and high competition
(Birasnav, Rangnekar, & Dalpati, 2011), making scalability
a desirable organizational goal, and HR leaders indicate a
desire for scalability and mobility for global access to data
and applications, as leading drivers for modernizing current
technology. However, organizations may not be technologi-
cally prepared to scale or include mobility as a scalable tech-
nology strategy if cyber and information security concerns
are not considered and proper security measures incorpo-
rated into the solution.

A survey by Stephan, Uzawa, Volini, Walsh, and Yoshida
(2016) of Deloitte, found 68% of participants consider HR
technology an important to urgent trend. Yet, results from
the Sierra-Cedar HR Systems Survey by Harris and Spen-
cer (2016) indicated 42% of surveyed domestic, and more
global, organizations have core HR systems located on-site
with Saa$ solutions consisting of 58%, and Laurano (2014)
reported 48% of organizations still manually handle data.
Cloud technology is a paradigm shift for distributed appli-
cations, platforms, and infrastructures globally accessible
through any mobile device with Internet access (Chen et al.,
2011). Cloud service providers offer advantages to organi-
zations such as increased collaboration, cost savings, mobil-
ity, and scalability (Aljabre, 2012; Carcary, Conway, &
Doherty, 2014). Upgrading technology to cloud and mobile

4
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can provide HR leaders the opportunity to create a com-
petitive advantage, while addressing security concerns with
more network security services offered in the cloud (Krause,
2016).

As cloud technologies are slowly realized, mobile tech-
nologies are fast becoming an HR issue (Card & Sivak,
2015) with few organizations currently providing mobile
applications for employees. However, mobility with bring-
your-own-device (BYOD) and mobile applications is on the
rise with accessibility, availability, and mobility of applica-
tions and data as leading reasons for implementing Cloud-
Based Computing (Celaya, 2015). In Kopochinski’s (2016)
article, chief information officer, Steve Monoghan stated,
data can live anywhere with cloud technologies, making
storing, moving, and regulating data far more complex
(Kopochinski, 2016). As a result, information security is an
increasing focal point for 47% of enterprises (Celaya, 2015;
Computerworld, 2017; Sierra-Cedar, 2015; Stephan et al.,
2016). More responsibility resides with cloud service pro-
viders for offering overall data and cybersecurity for clients
whose information resides with them, which may alleviate
some HR leader’s; however, not at the expense of ignoring
the potential risks.

Data privacy is among the leading risks for transferring
information through cloud computing (Shilpa & Gopal,
2011). In addition, inconsistent data protection laws, remi-
gration issues when changing service providers, nonexistent
disaster recovery by user organizations, insufficient employee
training, unauthorized access (Card & Sivak, 2015; Sier-
ra-Cedar, 2015), and lack of control over availability (Aleem
& Sprott, 2013) are prominent security risks. Dai, Yang, and
Xing (2015) stated security issues, network-transmission
problems, and a lack of knowledgeable developers contribute

5
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to impediments of cloud technology use with data privacy
as an ongoing concern and impediment to cloud adoption
(Shilpa & Gopal, 2011).

Celaya (2015) conducted a study of HR professionals
regarding the adoption of Cloud-Based Computing in HR.
The study used a qualitative research methodology with
modified Delphi approach to collect data from HR profes-
sional participants to leverage the exploratory technique of
subjectivity (Hall, 2009; Skulmoski, Hartman, & Krahn,
2007) using iterative rounds of online surveys. Participants
of the study indicated data security and a lack of leadership
support among the leading reasons for the slow adoption of
cloud technologies. Additionally, Celaya found possible cor-
relations between fear and closemindedness, other priorities
ranking higher, and a lack of technology subject knowledge,
potentially indicating avoidance of cloud technologies and
data security by some HR leaders. Another interesting cor-
relation occurred between scalability and addressing data
concerns when implementing cloud technology. The correla-
tion may indicate a decrease in scalability when data secu-
rity is left an unresolved concern, and be an indicator of an
organization’s ability to successfully implement cloud tech-
nology, particularly when growing. In the study, HR pro-
fessionals implementing Cloud-Based Computing identified
primarily addressing security needs and concerns, including
data access, accuracy, and disaster recovery, as among top
best practices for successful implementation and adoption
(Celaya, 2015). Finally, a correlation emerged between data
security, leaders understanding the technology available, and
selecting a technology vendor, or cloud solution, with all-
in-one integration. The organization remains responsible for
ensuring providers offer security in alignment with organiza-
tional goals and policies despite more cloud service providers

6
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taking on more responsibility for data security, cybersecu-
rity, and secure integration under the information security
umbrella. However, secure technology is only part of the
issue (Sierra-Cedar, 2016).

The roles and functions of HR continue to change in
addition to the use of cloud and mobile technology for HR.
Responsibility for human resources as a strategic business
unit exists on multiple fronts with data security, training,
compliance, and hiring strategy. The migration of HR into
the cloud poses challenges for identifying what skillsets HR
professionals need (Crane, 2016). Lack of knowledge with
the technology available and lack of resources with the right
technology skill sets are among the highest challenges to
organizations implementing cloud (Celaya, 2015; Staley &
Gandi, 2016). Cloud computing may solve many problems
companies experience however a talent attainment shortage
halts the issues (Drobney, 2013).

Cybersecurity in Hiring

Employees are an organization’s biggest asset and its
largest threat with information security (Drobny, 2013;
Kopochinski, 2016; van Zadelhoff, 2016). On average,
only 8% of HR teams have a very good understanding of
cybersecurity (Mazor, Schaefer, Tsuchida, Volini, & Walsh,
2016) and are mostly unaware of the security needed for
data or the network. IBM’s 2015-2016 Cybersecurity Index
(IBM Security, 2016) reported people outside of the organi-
zation carried out 40% of attacks in 2015 while malicious
insiders and inadvertent actors carried out 60% of attacks,
putting HR in a key position of responsibility for an organi-
zation’s information security strategy through the employee
lifecycle. Leaders must include security as a point of focus

7



The Refractive Thinker® Volume Xl

in talent acquisition efforts (van Zadelhoff, 2016). Hiring
strategy considerations may include the technology used,
recruitment channels, candidate screening providers, and
security training for HR professionals.

Drobney (2013) argued cybersecurity is not a technology
problem, but a people issue, and an organization’s inability
to acquire and leverage talent along with the lack of knowl-
edgeable internal resources (Celaya, 2015). The cybersecurity
talent gap increases along with the complexity and frequency
of cyber threats and reaches deep into all levels of education
and generational gaps in the workforce, while some young
workers with exceptional potential remain unaware of the
information security industry and need for skilled people.

The importance of security must be communicated across
business units to place the people, systems, and processes that
detect potential threats. Organizational leaders need every
employee and contractor with the company to be aware
and involved given the ubiquity of technology throughout
any organization, large or small, and the complexity of an
ever-changing technological landscape (Creese & Upton,
2014). Creese and Upton (2014) suggested adopting a robust
internal security policy, raising employee awareness of threat
types, critically assessing a candidate’s honesty and ethical
compass, defining rigorous sub-contracting policies, and
monitoring employee technology use. An experienced staff
with the skill sets needed for effective cybersecurity is essen-
tial and challenging with the shortage of talent. However,
closing the talent gap between the cybersecurity workforce
and HR professionals aware of digital security, starts with
ensuring cybersecurity is an ongoing, enforced, and moni-
tored learning and development directive.
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Cybersecurity and Employee Training

Most organizations’ security awareness programs are
ineffective often enforced annually for compliance or per-
formance management purposes. However, making secu-
rity awareness a permeating part of organizational culture
requires multiple methods of delivery to ensure the message
is understood and behavior changed (Dilla, Gal, Raschke, &
Steinbart, 2016; Newcombe, 2016). Human error accounted
for 95% of security fails consisting of “system misconfigu-
ration, poor patch management, use of default user names
and passwords or easy-to-guess passwords, lost laptops or
mobile devices, and disclosure of regulation information via
use of incorrect email address,” according to IBM (2014, p.
3). Human error and malicious conduct can lead to heavy
financial and data losses, and become a deterrent for imple-
menting effective technologies for any organization. In a
study conducted by Celaya (2015), participants indicated
lack of technology awareness and subject knowledge as lead-
ing factors impeding organizations from implementing cloud
technology, where lack of technology awareness hinders
cloud implementation for 36% of HR professionals, directly
inhibiting data security.

Organizational leaders must be educated about tech-
nology enough to understand the technology available and
potential risks in order to make successful business decisions
(Kopochinski, 2016). Organizational leaders are among the
highest targeted employees of cyber-attacks and must be pre-
pared to consistently practice security awareness and rein-
force an information security culture through their actions
with support of awareness programs. Awareness programs
must educate all employees and contractors on preventative
measures from attacks including social engineering.
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Social engineering is also known as human hacking and
is a tactic for gaining access to an employee or consumer’s
credentials to further obtain access to networks, accounts,
and other personally identifiable information (PII) (Con-
teh & Schmick, 2016). Social engineering attacks consist of
phishing, baiting, pretexting, and other tactics (Conteh &
Schmick, 2016). Organizational leaders are targeted employ-
ees for social hackers attempting to breech an organization’s
security measures, and must be prepared to consistently prac-
tice security awareness and reinforce an information security
culture through their actions and support of awareness pro-
grams. As such, organizations should promote a culture of
security awareness to ensure the safety of systems and data
is built-in to organizational culture (IBM Security, 2016).
Executive support leads to more widely practiced employee
awareness training with emphasis on its importance in cyber-
security strategy.

Implications for Research and Practice

Previous studies by influential research organizations such
as Deloitte, Sierra-Cedar, and IBM demonstrated that data
security is a challenge and top priority for enterprises, while
small to large organizations are slowly realizing security is a
top issue. Additional research could prove beneficial inves-
tigating security concerns for small to large organizations.
Celaya (2015) reported interesting potential correlations with
limited statistical significance however significant enough to
note and explore further with future research. A final logi-
cal direction for future research includes revisiting Celaya’s
study using a quantitative methodology and a higher num-
ber of participants to further validate findings or identify new
outcomes from an ever-changing technology landscape.
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Conclusion

Organizational leaders expect security to be the biggest
leadership challenge between 2016 and 2019 (IDG Enter-
prise 2017; Hulme, 2015). HR professionals and leaders
must understand the complexity of data privacy and secu-
rity (Mazor, Schaefer, Tsuchida, Volini, & Walsh, 2016).
Data concerns include privacy, data integrity and accessibil-
ity, internal employee access, lack of disaster recovery mea-
sures and service availability (Aleem & Sprott, 2013; Card
& Sivak, 2014).

HR and IT develop the infrastructure for technology
change and security with people and system resources while
influencing readiness and adoption within an organization,
making HR leaders core influencers of technology. Top
investment drivers included cloud computing and security/
risk management by 28% and 23% of IT leaders, respec-
tively (IDG Enterprise, 2017). However, IT Security consists
of only 4% to 10% of budgets with competing operational
resources dominating the overall budget (Krause, 2016).

Cyber, data, and information security are cross-functional
efforts requiring the involvement of everyone from the
C-Suite to frontline employees. HR cultivates an organiza-
tional culture of information security on multiple fronts; an
unconventional tactic, as examined in this chapter. Using a
refractive thinking approach, the responsibilities from HR
include fortifying an organization’s information security
strategy with talent acquisition, security awareness cam-
paigns and training, and partnering with IT to ensure the
security of data and applications, especially with cloud and
mobile technologies.
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THOUGHTS FROM THE ACADEMIC ENTREPRENEUR

The problem:

¢ Identifying how HR reinforces cyber, data, and informa-
tion security within an organization.

The goals:

e Understanding HR’s responsibilities for cyber, data, and
information security on multiple fronts.

The questions to ask:

e How is HR currently involved in cyber, data, and infor-
mation security for the organization?

e What factors must be considered when moving HR sys-
tems to the cloud?

e What security features do vendors provide which align
with business objectives?

e How do these factors impede the organization’s ability
to use cloud technologies and ensure a solid information
security strategy?

e How prepared is HR to effectively hire cybersecurity staff?

e How technologically inclined are HR professionals to
ensure the security of people, systems, and processes?

* Are employees and contractors provided effective security
awareness training to encourage behavior change and mit-
igate the human error factor during cyber-attacks?

Today'’s Business Application:

e Cyber, data, and information security are among the top
concerns for organizational leaders.

12
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e HR leaders who collaborate with IT and senior executives
are better equipped to successfully implement cloud and
mobile technologies and support the organization’s infor-
mation security strategy.

e Senior executives who support IT and HR in creating an
organizational culture of information security are more
likely to mitigate cyber-attacks and protect systems, data,
and people.

e Security awareness training and campaign effectiveness
increases when delivered via multiple channels and sup-
ported by senior leaders.
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| think therefore | am.
—RENEE DESCARTES

[ critically think to be.
I refractively think to change the world.

THANK YOU FOR JOINING US as we continue to celebrate the
accomplishments of doctoral scholars affiliated with many
phenomenal institutions of higher learning. The purpose of
the anthology series is to share a glimpse into the scholarly
works of participating authors on various subjects.

The Refractive Thinker® serves the tenets of leadership,
which is not simply a concept outside of the self, but comes
from within, defining our very essence; where the search to
define leadership becomes our personal journey, not yet a
finite destination.

The Refractive Thinker® is an intimate expression of who
we are: the ability to think beyond the traditional boundar-
ies of thinking and critical thinking. Instead of mere reflec-
tion and evaluation, one challenges the very boundaries of
the constructs itself. If thinking is inside the box, and critical
thinking is outside the box, we add the next step of refractive
thinking, beyond the box. Perhaps the need exists to dissolve
the box completely. The authors within these pages are on a
mission to change the world. They are never satisfied or quite
content with what is or asking why, instead these authors
intentionally strive to push and test the limits to ask why not.

We look forward to your interest in discussing future
opportunities. Let our collection of authors continue the
journey initiated with Volume I, to which The Refractive
Thinker® will serve as our guide to future volumes. Come join
us in our quest to be refractive thinkers and add your wisdom
to the collective. We look forward to your stories.
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Please contact The Refractive Thinker® Press for informa-
tion regarding these authors and the works contained within
these pages. Perhaps you or your organization may be look-
ing for an author’s expertise to incorporate as part of your
annual corporate meetings as a keynote or guest speaker(s),
perhaps to offer individual, or group seminars or coaching,
or require their expertise as consultants.

Join us on our continuing adventures of The Refractive
Thinker® where we expand the discussion specifically begun
in Volume I: Leadership; Volume II (Editions 1-3): Research
Methodology; Volume III: Change Management; Volume IV:
Ethics, Leadership, and Globalization; Volume V: Strategy in
Innovation; Volume VI: Post-Secondary Education; Volume
VII: Social Responsibility; Volume VIII: Effective Business
Practices in Motivation & Communication; Volume IX: Effec-
tive Business Practices in Leadership & Emerging Technologies;
Volume X: Effective Business Strategies for the Defense Indus-
try Sector; and Volume XI: Women in Leadership. All our
volumes are themed to explore the realm of strategic thought,
creativity, and innovation.

Dr. Cheryl A. Lentz, managing editor of
The Lentz Leadership Institute, explains
the unique benefits of the books for
readers:

“They celebrate the diffusion of innovative
refractive thinking through the writings
of these doctoral scholars as they dare to
think differently in search of new appli-
cations and understandings of research. Unlike most academic books that
merely define research, The Refractive Thinker” offers unique applications of
research from the perspective of multiple authors—each offering a chapter
based on their specific expertise.”
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Coming Soon from The Refractive Thinker®
AVAILABLE THRU THE LENTZ LEADERSHIP INSTITUTE

The
REFRACTIVE
THINKER

VOLUME XIII

ENTREPRENEURSHIP

GROWING THE FUTURE OF BUSINESS

™

7.

Foreword by To Come

The Refractive Thinker’ Volume XllI: Entrepreneurship:
Growing the Future of Business

Join contributing scholars as they discuss current research regarding the
future of business regarding the influence of the entrepreneur. This volume
will contain research shaping the conversation regarding what the future may
hold to success of the economy in the hands of the emerging and evolving
small business owner and entrepreneur.

COMING FALL 2017.
For more information, please visit our website: www.RefractiveThinker.com
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The Refractive Thinker’: Volume I:
An Anthology of Higher Learning

The title of this book, The Refractive Thinker®, was
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doctoral scholars to bend thought, to converge its very
essence on the ability to obliquely pass through the
perspective of another. The goal is to ask and ponder
the right questions; to dare to think differently, to
; find new applications within unique and cutting-edge
An Anthology dimensions, ultimately to lead where others may fol-
of Higher Learning
‘ ' low or to risk forging perhaps an entirely new path.
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The authors within these pages are on a mission to change
the world, never satisfied or quite content with what is
or asking why, instead these authors intentionally strive
to push and test the limits to ask why not. The Refractive
Thinker” is an intimate expression of who we are—the
ability to think beyond the traditional boundaries of
thinking and critical thinking. Instead of mere reflection
and evaluation, one challenges the very boundaries of the
constructs itself.
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/ The Refractive Thinker® series provides doctoral scholars
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into the scholarly works of these authors, specifically on
the topic of change management. In addition to explor-
ing various aspects of change management, the purpose
of The Refractive Thinker is also to serve the tenets of
leadership. Leadership is not simply a concept outside
of the self, but comes from within, defining our very
essence; where the search to define leadership becomes

our personal journey, not yet a finite destination.

The Refractive Thinker’: Volume IV:
Ethics, Leadership, and Globalization

The purpose of this volume is to highlight the scholarly
works of these authors on the topics of ethics, leader-
ship, and concerns within the global landscape of
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celebrate the accomplishments
of these doctoral scholars affil-

iated with many phenomenal
institutions of higher learning.
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to scholars and researchers. The book is part of
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series published by The Refractive Thinker” Press.

Finalist in the “Anthologies: Non-Fiction” category
of the 2013 International Book Awards!

Winner in the “Education/Academic” category,
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The Refractive Thinker®: Volume VIII:
Effective Practices for Motivation and
Communication

The Spring 2014 release of the Refractive Thinker®
anthology marks a new direction for the publication.
While previous editions have been curated from a purely
academic standpoint, Volume VIIl makes the real world
UAFNDTO'::DTIUO’f:l k- connection by bridging the gap. Academicians identify
WRITERS and address the issues in each chapter and Dr. Cheryl
' Lentz, The Academic Entrepreneur™, provides an inter-
pretation for application into today’s business world.
This volume is a true bridge between scholarship and

the business community.

Finalist in the 2014 USA Best Book Awards in the “Education/Academic” category.
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For more information, please visit our website: www.RefractiveThinker.com
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The Refractive Thinker® Volume IX, is available to
scholars and researchers. While previous editions
have been curated from a purely academic stand-
point, Volume IX continues building on the real

Effective world connection by bridging the gap. Academi-
Business . . . . .
Fractices I cians identify and address the issues in each chapter
Leadership & . . ) L .
Emerging Technologies and provide an interpretation for application into
AN ANTHOLOGY OF DOCTORAL WRITERS today’s business world.

Foreword by Sabrina Gibson

Digital Only: $9.95. Under Business & Economics/Leadership publications.

The Refractive Thinker’: Volume X:
Effective Business Strategies VOLUMEX AN ANTHOLOGY OF DOCTORAL WRITERS

Foreword by General Ronald R. Fogleman USAF (ret.)

for the Defense Industry Sector

Join General Ronald R. Fogleman and contributing THE

scholars as they discuss research regarding effective REFRACTIVE

business strategies for the defense sector. The con-
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of a nation to define the way forward regarding the

' ~
impacts of Defense procurement, Defense health care ,‘f ~ 4
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spending, economic impacts on veteran owned busi- . ‘/
. . . e
nesses and succession planning, solutions to manage Effective Business 3
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and lead disasters, economic challenges, reduction of Defoiss liesiry Sacter

energy costs, and exploration of leadership strategies
to drive business practices important to the future of our nation. The goal is this volume is to
find innovative solutions for more effective outcomes to drive change.

For more information, please visit our website: www.RefractiveThinker.com
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The Refractive Thinker: Volume XI:
Women in Leadership

A
Sally Helgesen and contributing scholars discuss REFRACTI \E‘

research that will influence how women’s leadership is
understood and supported in the years ahead. They also ST 0 N renin Leadership
offer fresh insights into mentoring and coaching prac-
tices, the impact of continued shifts in demographics,
and the role of women in specific cultures in articulat-

ing a sustainable vision of the future.

Such contributions will expand and
© enrich the programmatic offerings
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" that help speed women on their
leadership journeys into the future.

Digital Only: $9.95. Under Business & Economics/Leadership publications.

The Refractive Thinker’: Volume XiI:
Cybersecurity in an Increasingly
Insecure World

Ve[l S Join contributing scholars as they discuss current
research regarding the challenges of the world of
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S place. This volume will contain research shaping
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Struggling to complete your doctoral journey? Having trouble writing your
dissertation or your doc study? Help is on the way! Join Dr. Cheryl Lentz—
16-time award-winning author and Walden University Faculty of the Year in
2016—in her new book to help you shorten your time to graduation with
proven and effective strategies. Save time and money learning to create sys-
tems to help move you forward through the process more quickly.

With Foreword by Dr. Julie Ducharme, Preface by Dr. Gillian Silver, and contri-
butions from publishing intern Josue Villanueva.
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So You Think You Can Edit?
9 Self-Editing Tips for the Novice
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So You Think You Can Edit? is Dr. Cheryl’s most
recent book that speaks to the precision of
competent writing and editing. She under-
scores a myriad of practical techniques for
validating our choices so we may refine our
personal writing acumen, rather than relying
on editors to carry the weight. Further, she
makes a legitimate case for considering the
impressions made when we speak through
our articulation and review choices. Each of us,
doctorate learner and business executive alike,

stands to gain from her insightful guidance.

The Expert Success Solution
Chapter 5—What Would
Einstein Do?

Join Dr. Cheryl as she offers proven strategies
to shorten your learning curve to think beyond
limits when facing problems in your personal
and professional settings. Learn to fail faster
to succeed sooner using proven skills to move
you forward more effectively through indi-

s
éﬁﬂbga‘ \;«:B‘iti 3 vidual coaching, Tele Seminars, and online

L AN g classes using The WRIST Method. Remember,
DR CHERYL LENTZ
the helping hand you need is at the end of

your W-R-[-S-T!

www.ThinkingBeyondLimits.com
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by Dr. Stephen Hobbs and

Dr. Cheryl Lentz

Unbounded Dimensions is a series of ideas,
notions, suggestions, inklings, and guesses that
the authors believe necessary to challenge main-
stream management and leadership thinking
and practice. These genius ideas are peripheral
concepts and practices with grounded proof of
working for the authors and their clients, yet lack
mainstay researched exposure upon their presen-
tation in the series. This developmental series
enlarges these ideas for others to acknowledge,

advance, and amplify in their workplace. In doing so, evidence-based research unfolds

within workplaces to confirm or deny the usefulness, worth, and truth of the ideas.

www.UnboundedDimensions.com

tions to do so.

Ethics, Employment Law, and
Faith-Based Universities:
When Law and Faith Collide

What happens when laws change in such a way
that violate religious beliefs? This is a question
that faith-based universities all over the coun-
try have been grappling with since the legaliza-
tion of same-sex marriage in 2015. This paper
attempts to give some guidance and direction to
these institutions in applying discrimination laws
and to open a dialogue about the ethical obliga-

www.ThePensieroPress.com
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PROVEN STUDY TECHNIQUES FROM

Pensiero Press

EFFECTIVE
Study Skills

IN 5 SIMPLE STEPS

EFFECTIVE
Study Skills

IN 5 SIMPLE STEPS

="

DR. CHERYL A. LENTZ

FOREWORD BY DR. JUDY BLANDO

Dr. Cheryl Lentz has compiled the valuable information she gives in her blog
in one easy-to-use handbook. The study tips are designed to help any student
improve learning and understanding, and ultimately earn higher grades. The
handbook is not so large that it requires long hours of reading, as is the case
with many books on the subject. The information is written in a manner to help
a learner “see” and “practice” proven study techniques. Effective study skills
must be practiced to for improvement to occur.

www.ThePensieroPress.com
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FROM THE LENTZ LEADERSHIP INSTITUTE

JOURNEY OUTSIDE
THE GOLDEN PALACE
DR. CHERYL LENTZ

REVISED SECOND EDITION

DR. CHERYL LENTZ

fored &
DR. TOM WOODRUFF

Come take a mythical journey with Henry from The Village of Yore and the many col-
orful characters of The Golden Palace on their quest to unlock the palatial gates of
corporate Ivory Towers. This allegorical tale demonstrates the lessons learned when
leaders in organizations fail to serve the needs of their stakeholders. Come join us in a
journey toward understanding the elegant simplicity of effective leadership, unlock-
ing the secrets to The Golden Palace Theory of Management along the way.

This revised second edition offers a companion workbook for discussion, reflection,
and refractive thinking. Its purpose is to let the reader more closely examine each
character and their leadership qualities. Take a leap of faith and follow us on our jour-
ney. Perhaps you may recognize some old friends on your travels.

www.ThePensieroPress.com
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@" Pensiero Press PUBLISHES LANDMARK BOOK
ON THE CHANGING ADULT EDUCATION ARENA

PENSIERO PRESS WINS FINALIST AWARD

May 12, 2012, Las Vegas, NV—The Consumer
Learner has been named a Finalist in the
Education/Academic category of the 2012
Next Generational Indie Book Awards and
winner of the 2012 USA Best Book Awards!

CONSUME R Anyone who has entered a college classroom in the
L E A RN E R last 5 years has recognized a clear transformation

T R T T S in the context of higher education. A dynamic revo-

R o Sy oo lution in practice and delivery is underway, and the

DR. GILLIAN SILVER 10 DR, CHERYL A, LENTZ

implications of change are ripe for analysis.

Administrators are increasingly charged with revenue production and institutional leader-
ship. Faculty are experimenting with new models and advances in technology. Students are
embracing new modalities as they strive to make curriculum immediately transferable into
industry. The Consumer Learner: Emergence and Expectations of a Customer Service Mentality
in Post-Secondary Education examines the new reality and emerging patterns shaping the
experiences of these three diverse, yet interconnected, constituencies.

This book provides a distinctive approach to the transformation of the higher education
culture within the U.S. Authors Dr. Gillian Silver and Dr. Cheryl Lentz, noted content experts,
professors and curriculum/program developers, explain that the contents will initiate an
intensive dialogue about the implications and impacts on administrative structure, faculty
practice, and learner outcomes. Says Lentz, “This is a frank, encompassing work that has the
capacity to ignite a national dialogue. We think the review will give voice to the significance
of this evolving environment. The voices of experience leading this change will emerge.”

Follow the authors on the Web:
www.consumerlearner.com

Available through Pensiero Press, a division of the The Lentz Leadership Institute. $24.95 (HARDCOVER)
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TECHNOLOGY THAT TUTORS: Taxs e ove Iime Sl el
7 Ways to Save Time by Using ;
the Blog as a Teaching Tool

University professors seem to have the same conver-

sation with different students time after time. What TECHNOLOGY—
if we could be available to our students whenever THAT TUTORS

and wherever we're needed, virtually?

Technology offers such a solution with the creation

of the blog. Think of it as technology that tutors \
24/7. Welcome to the world of the blog where some | L., e

of our efforts as professors are now scalable. Learn OF. CHERRRESITZ
how you can create a video (with transcript), embed it on your blog, and simply provide
the link to your students as the need or topic may arise in class discussions.

Please join me on this journey as | offer a path to shorten your learning curve with
increased efficiency in teaching methods as we look to the blog with seven ways to save
time by using the blog as a teaching tool. ~ Visit www.TechnologyThatTutors.com.

WELCOME HOME:
WELCOME Siberian Husky Rescue Handbook

H O M E ?1 Tips to Welc-ome a Siberian Rescue

into Your Family
Siberian Husky Rescue Handbook ..
Welcome to the Siberian Husky Rescue of New

Mexico, Inc. Handbook for new Siberian owners.

Our goal for creating this book is to help new own-
ers prepare themselves for welcoming their newest
Siberian Husky rescue into their home. Making a
decision to rescue can be one of the most rewarding

11 Tips to Welcome a Siberian
Rescue into Your Family decisions of a family IF everyone is well prepared.

Proceeds benefit this 501¢3 rescue group.

This book is written by Dr. Cheryl Lentz, the founder of Siberian Husky Rescue of
New Mexico, International Best Selling Author, Speaker, and Professor.

Visit www.DrCherylLentz.com/Siberian-Husky-Rescue
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PUBLICATIONS ORDER FORM

Please send the following books from The Refractive Thinker®:
Volume I: An Anthology of Higher Learning

Volume II: Research Methodology

Volume II: Research Methodology, 2nd Edition

Volume II: Research Methodology, 3rd Edition

Volume lll: Change Management

Volume IV: Ethics, Leadership, and Globalization

Volume V: Strategy in Innovation

Volume VI: Post-Secondary Education

Volume VII: Social Responsibility

Volume VIII: Effective Business Practices

Volume IX: Effective Business Practices in Leadership & Emerging Technologies
Volume X: Effective Business Strategies for the Defense Industry Sector
Volume XI: Women in Leadership

L ) I I Iy I

Volume XllI: Cybersecurity

Please contact the Refractive Thinker’ Press for book prices, e-book prices, and shipping.
Individual e-chapters available by author: $3.95 (plus applicable tax). www.RefractiveThinker.com

[ They Answered the Call [ Effective Study Skills in 5 Simple Steps

(4 So You Think You Can Edit? (4 Technology That Tutors

[ The Expert Success Solution (4 Siberian Husky Rescue

(4 The Unbounded Dimensions Series (4 The Consumer Learner

(A Ethics, Employment Law, and (4 Journey Outside the Golden Palace
Faith-Based Universities [ The Dissertation Toolbox

Please send more FREE information:
[d Speaking engagements [J Educational seminars 4 Consulting

Join our mailing list:

Name:

Address:

City: State: Zip:

Telephone: Email:

Sales tax: NM Residents please add 7% gross receipts tax ®  See our website for shipping rates.

E-mail form to: The Refractive Thinker® Press/Pensiero Press
orders@lentzleadership.com
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Participation in
Future Volumes of I I

The Refractive Thinker®

Yes, | would like to participate in:

(1 Doctoral Volume(s) for a specific university or organization:

Name:

Contact Person:

Telephone: E-mail:

(1 Specialized Volume(s) Business or Themed:

Name:

Contact Person:

Telephone: E-mail:

E-mail form to:

The Refractive Thinker® Press

orders@lentzleadership.com
www.RefractiveThinker.com

Join us on Twitter, LinkedIn, and Facebook
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THE BENEFITS OF COLLABORATIVE DOCTORAL RESEARCH

Celebrate the diffusion of inovative refractive thinking through the writings of these
doctoral scholars as they dare to think differently in search of new applications and
understandings of cybersecurity.

¢ Dr. Tracy Celaya explores the elements of cybersecurity in human resources.

¢ Dr. Joe Hage examines the effect of cybersecurity risks on business continuity and
organizational performance.

e Dr. Adam Pierce explores successful strategies for hiring cybersecurity profes-
sionals for Department of Defense (DoD) contracts.

¢ Dr. lvan Salaberrios explores the cybersecurity risks of using cryptocurrencies to
fund a small business.

¢ Dr. Loyce Chithambo examines the challenges of setting policy to reduce cyber
attacks in the information technology industry.

e Dr. James Rice explores the evolving landscape of healthcare cybersecurity and
what makes it a unique challenge.

e Dr. Susie Schild & Dr. Robert Boggs discover vulnerabilities of cloud security to
empower the non-IT leader in enterprise technology discussions.

e Dr. Temeaka Gray, Dr. Aaron Glassman, Dr. Cheryl Lentz & Dr. Gillian Silver explore
why and how to overcome the potential impact of cheating and student surrogacy
on academic integrity using behavioral analytics and LMS data.

Unlike most academic books that merely define research, The Refractive Thinker®
offers unique application of effective business practices from the perspective of
multiple authors — each offering a chapter based on their scholarly expertise.

If thinking is inside the box, and critical thinking is outside the box, refractive thinking
is beyond the box.

The Refractive Thinker® series provides doctoral scholars with a collaborative opportu-

nity to promote and publish their work in an award-winning peer-reviewed publication,
which meets the university standard. Our goal is to provide scholars with an affordable
outlet that supports the tremendous need for dynanmic dialogue and innovation while
providing an additional clout and recognition for each contributing author.

To learn more about publishing opportunities,

please visit us at www.RefractiveThinker.com ISBN: 978-0-9974399-3-9

‘I 50395 >
BUSINESS & ECONOMICS/
Leadership CEICRI 9780997439939




